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Fig.3 Power system state before and
after the physical attack
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the line-removing topology attack
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Fig.6 Schematic diagram of minimum attack
resource model based on DRL
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Table 1 Load measurements before and after LR
attack for masking the physical line outage MW

s PR BEEFTY R WEBCE MR YGTHE T A

AERNE WENE AEEE
2 21.700 0 7.984 3 29.684 3
5 73.600 0 -34.384 3 39.215 7
7 22.800 0 11.400 0 34.200 0
8 30.000 0 15.000 0 45.000 0

R2 AWEYIEBELEE LR BRI
WHEHN&EERENE
Table 2 Power flow measurements before and after
LR attack for masking the physical line outage

MW
BG4 -3 G E UG iy a

gjﬁ% SEH 925 L =3 SEH 925 L
WIEENE AR R
5(2—S5) 65.970 0 -42.368 5 23.601 5
6(2—6) 0 34.384 3 34.384 3
8(5—7) -7.630 0 -7.984 3 -15.614 3
9(6—7) 30.430 0 19.384 3 49.814 3
40(8—28) -5.020 0 ~15.000 0 -20.020 0
41(6—28) -0.090 0 15.000 0 14.910 0
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Fig.13 Attack resources for masking
the physical line outage
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Table 3 Load measurements before and after
LR attack for creating the cyber line outage MW

s PIZR UGl A TR MRS

AR ORI SR
10 7.800 0 ~2.000 0 5.800 0
16 33.461 0 -9.961 0 23.500 0
17 4.500 0 4.500 0 9.000 0
21 10.039 0 7.461 0 17.500 0
R4 HEMRMLBEIALZE LR ZERETH
WML SRENE

Table 4 Power flow measurements before and after
LR attack for creating the cyber line outage MW

FZE T Lk % W EBUE MRl e k%

R WRIG  mEWE S s
3(2—4) 19.640 0 6.500 0 26.140 0
6(2—6) 40.310 0 -6.500 0 33.810 0

12(6—10) 10.210 0 -6.500 0 3.710 0
15(4—12) 8.470 0 6.500 0 14.970 0
19(12—16) 26.000 0 6.500 0 32.500 0
21(16—17) -7.461 0 16.461 0 9.000 0
26(10—17) 11.961 0 -11.961 0 0

27(10—21) -8.901 0 7.461 0 -1.440 0
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Fig.15 Attack resources for creating
the cyber line outage
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A multi-stage coordinated cyber-physical topology attack method

based on deep reinforcement learning
YI Na', XU Jianjun', CHEN Yue®, SUN Dikang'
(1. School of Electrical Engineering and Information, Northeast Petroleum University , Daqing 163318, China;
2. College of Engineering, Heilongjiang Bayi Agricultural University , Daging 163319, China)

Abstract: With the development of smart grid and the continuous introduction of communication equipments into cyber physical
system ( CPS) ,CPS is confronted with a new attack mode with more destructive—coordinated cyber physical attack ( CCPA).
CCPA is not only hidden but also threatening, which is easy to cause cascading failures. Firstly, from the perspective of the
attacker, a multi-stage coordinated cyber-physical topology attack model is proposed. The single-stage physical attack first trips a
transmission line,and the two-stage cyber attack is used to mask the outage signal of the disconnected line in the physical layer
and then create a new fake tripped line in the cyber layer. Secondly,combined with deep reinforcement learning ( DRL) theory,
the method for determining the minimum attack resources based on deep Q-network ( DQN) is proposed. Then, the specific
model and solution method for the attacker are given, taking the maximization of the physical attack effect in the upper layer and
minimization of the attack cost in the lower layer into consideration. Finally,the IEEE 30-bus system is taken as an example to
verify the effectiveness of the proposed multi-stage attack model. The simulation results demonstrate that the multi-stage
coordinated cyber-physical topology attack is more hidden and effective than the single attack ,and the damage to the power grid
is greater ,which provides a reference for the defender against such attacks.

Keywords: cyber physical system ( CPS) ; coordinated cyber physical attack ( CCPA) ; topology attack; load redistribution
attack ; deep reinforcement learning (DRL) ;deep Q-network (DQN) algorithm
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