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The Development of the New Protective Device Based on the

Three-level-in-one-network Situation of Smart Substation
DOU Chengguo, ZHANG Hongbo, LU Zhengjun
(Shanghai SHR Electrical Power Technology Co. Ltd. Nanjing Branch, Nanjing 210012, China)

Abstract: The development of the communication technology makes it possible of integrating the sampled value (SV)

network, generic object oriented substation events

(GOOSE) network and manufacturing message specification (MMS)

network for the bay level, the process level, and the station level (three-level-in-one-network). A new developed protective

device for this integration can realize the grading and separate treatment of the network data. Meanwhile, this new device can

network with the corresponding switch, which

can

solve the data synchronization problem under the

three-level-in-one-network condition, thus the problem of the data reliability and availability of the protective device can be

solved. Under the three-level-in-one-network structure, this device can meet the requirements of protection and control in the

smart substation. The reliability of this new developed protective device already has been verified by relevant tests.

Key words: three-level-in-one-network; gateway; networking; point-to-point
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Design of Security Protection for Remote Maintenance in Dispatch

and Substation Integrated System
YI Qiang, WAN Shupeng, PENG Hui, ZHANG Kai
(NARI Technology Development Co. Ltd., Nanjing 211106, China)

Abstract: Security protection is a key technique of the dispatch and substation integrated system. From the point of view of

security risks in dispatch and substation integrated system, taking remote maintenance as an example, a method based on

double-factor login, digital certificate and right authentication for security protection has been designed. Firstly, login with a

double-factor strategy makes sure its safety. Secondly, communication packet must be signed and verified. Finally, verifying

user's access right in the substation. These measures enhance the system to resist risks in dispatch and substation integrated

system.

Key words: dispatching and substation integration system; remote maintenance; double-factor; digital certificate; right

management



