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Extension Research on IEC 60870-5-104 to Improve the Security of Remote Control
ZHU Haibing', WU Yi', CHEN Ning?, ZHU Zhihua? LIU Yi', XIONG Hao'
(1.Jiangsu Electric Power Company, Nanjing 210024, China;
2.NARI Technology Development Co. Ltd., Nanjing 210003, China)

Abstract: The new operation mode in the State Grid requires the operator to control substation equipment remotely. In the

current dispatching support system, the IEC 60870-5-104 protocol only checks control point number during remote control

command transmission and verification process. This may result in mal-operation of remote control because wrong

corresponding relation between control point number and device. By extending the IEC 60870-5-104 protocol, double check

among device 1D, control point number, and device IP is achieved. It greatly reduce the possibility of mal-operation of remote

control caused by wrong corresponding relation between control point number and device.

Key words: remote control; IEC 60870-5-104; protocol; SCADA
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Load Property Analysis Method for Demanders Participating

Orderly Power Utilization
YAN Qingguo', XUE Mingfeng', FAN Jie?, CHEN Xiao?, ZHOU Yu2YI Yongxian?,
(1. Jiangsu Electric Power Company, Nanjing 210024, China;

2. Jiangsu Electric Power Company Electric Power Research Institute

State Grid Laboratory of Electric Energy Measurement,Nanjing 211103, China)

Abstract; Our country has been long-term facing the regional, seasonal, periodical and structural shortage of power. Orderly

power utilization is a tool to keep balance in supply and demand of power and so as to ensure the power supply to residential

and important demanders. However, currently choosing demanders to participate into orderly power utilization program is

mostly subjectively decided by the operator, which is lacking of scientific basis, unreasonable and injustice. This paper

proposes a load characteristic analysis method for orderly power utilization demanders based on fine management object.

Through clustering the historical load of the demanders, typical daily load curve of demanders are figured out. Then through

combining the sampling points clusters of typical daily load curve, power utilization pattern and power utilization interval of

demanders are obtained. The peak load shifting and holiday staggering plan value of the demanders are calculated. Rules and

strategies for orderly power utilization demander selection are constituted based on the analysis of load property, which, is

public to the community, makes the orderly power utilization work more scientifically and orderly.

Key words: orderly power utilization; load property; power utilization pattern; power utilization interval



