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Fig.1 Tracing process of power monitoring
system network security threat source
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Fig.4 Event generation chain establishment process
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Fig.5 Security event generation chain
of power monitoring system
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Table 3 Threat quantization model
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Table 4 Event occurrence chain threat degree score
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Fig.7 Return data after a successful attack
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Fig.8 Control multiple zombie hosts after a success-
ful intrusion and launch a DDoS attack
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Table 5 Classification of alarm levels and
alarm levels in experimental analysis
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Table 6 Effect of aggregation of power
monitoring alarm logs in a certain area
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Table 7 Causal relationship
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Table 8 Effect of chain processing in a certain area
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Fig.9 Return data after the suspected attack succeeds
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Fig.10 Control multiple zombie hosts after a
successful intrusion and launch a DDoS attack
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Table 9 Resource usage of chain processing
system in a regional security incident
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Network security threat tracing technology of power monitoring system
LI Zeke', CHEN Zewen', WANG Chunyan®, XU Zhiguang' , LIANG Ye’
(1. State Grid Fujian Electric Power Co.,Ltd. ,Fuzhou 350001, China;
2. Beijing Kedong Electric Power Control System Co.,Ltd.,Beijing 100192, China)

Abstract:On the basis of the research results of domestic and foreign threat tracing methods,in order to solve the problem of

network security threat defense in power monitoring system. This paper combines with the requirements of power monitoring

system security protection and the characteristics of power secondary system security protection by establishing the source of

event location chain attack. The method firstly models the alarm log tree, constructs an event generation tree, and then

aggregates the occurrence tree to obtain an initial event generation chain set. Finally, after the chain breaking process, the final

event generation chain set is obtained. The method can automatically analyze the alarm data of the power monitoring system,

extract the attack event,and process the original alarm into an attack map that can be visually displayed, thereby effectively

capturing the associated host,and helping the network manager to monitor network security status in real time. So that timely

safety measures are taken to ensure the safety of the network,data and equipment.

Keywords : power monitoring system ; network security ;threat traceability ; traceability technology; IP traceability
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