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Fig.1 Structure of security access zone in distribution
network automation control center
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Fig.3 Design of security access zone
based on dual isolation
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Fig.4 Interface design of universal access device
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Design and implementation of power universal security

access zone based on dual isolation
CAO Xiang, HU Shaogian, ZHANG Yang, LIN Qing, TANG Zhenyu, ZHANG Chunhe
(NR Electric Co.,Ltd.,Nanjing 211102, China)

Abstract:In order to solve the problems in the design and implementation of current security access zone, such as poor

universality, low transmission efficiency and lack of security, a design of power universal security access zone based on dual

isolation is proposed. The design mainly includes the encryption and authentication device, the forward and reverse isolation

devices and the universal access device. Based on the analysis of the structure and principle of the current security access zone,

its shortcomings are given. By using universal access device, the design of security access zone is simplified, the no sense

access of the two communication ends is realized, and the dual isolation of the security access zone and the encryption and

authentication based on the state secret algorithm are realized. The results of test and verification prove the feasibility of the

design and the test results of key communication and security parameters are given. Compared with the current schemes, the

design has been improved in terms of universality, performance and security, and has good practicability.

Keywords : security access zone ;universal ;isolation ; encryption ; authentication
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